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Abstract. This mini-review explores the dual impact of Artificial Intelligence (Al) in education
focusing on its benefits, risks and ethical challenges perspectives. The aim of this mini-review
is to understand how Al is reshaping teaching, learning and administration of education
institution while also confronting the issues arises. A literature search was carried out using
Boolean search technique in the Scopus database drawing on studies that discussed Al in
education, including original research, reviews, meta-analyses and case studies. The findings
show that Al offers clear advantages. It supports personalized and adaptive learning, widens
access for diverse learners, streamlines administrative tasks through automation and enriches
engagement with tools like intelligent tutoring systems and generative Al. At the same time,
serious risks persist such as algorithmic bias, threats to data privacy, academic dishonesty and
over-reliance on Al tools that may weaken critical thinking and the teacher-student connection.
Ethical considerations add further complexity, particularly around transparency, fairness,
accountability and the need to preserve human agency. Debates continue on equity in resource-
limited settings and on cultural biases rooted in Western-centric datasets. Significant gaps
remain especially in understanding the long-term societal, cultural and emotional
consequences of Al in education. In conclusion, while Al has the power to transform and
democratize education, its successful integration will depend on strong ethical frameworks,
inclusive policies, Al literacy and interdisciplinary collaboration to ensure innovation is
balanced with equity and accountability.
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Introduction

Artificial Intelligence (Al) is transforming education by improving teaching, learning and
educational management (Baker & Hawn, 2022; Holmes et al., 2019). Al enables personalized
learning by adapting instructional content to students' individual needs. It also improves student
engagement and learning outcomes through adaptive learning systems and intelligent tutoring
platforms (Holmes et al., 2019; Zawacki-Richter et al., 2019). In addition, Al reduces teachers'
administrative workload by supporting tasks such as grading, feedback generation and
scheduling. This allows teachers to spend more time on teaching and student development.
Recent studies also show that Al can improve teaching quality, strengthen students' self-
efficacy and create more interactive learning experiences (Zhang et al., 2025; Wang et al.,
2025).

Despite these advantages, the increasing use of Al also creates several challenges. These
include algorithmic bias, data privacy, cybersecurity, academic integrity and excessive
dependence on Al technologies (Baker & Hawn, 2021; Selwyn, 2022). Al systems trained using
biased data may produce unfair decisions and widen educational inequalities. The extensive
collection of students' personal data also raises concerns about privacy and data protection.
Furthermore, excessive reliance on Al may weaken students' critical thinking, creativity and
independent problem-solving skills. It may also reduce meaningful interactions between
teachers and students (Lopez-Borrull & Lopezosa, 2025; Tortellaet al., 2025). Although these
issues have been widely discussed internationally, evidence from the Malaysian education
context remains limited. Most previous studies have focused on the usefulness, acceptance and
educational benefits of Al. Comparatively fewer studies have examined how Al can be
implemented ethically, responsibly and sustainably within Malaysian schools and higher
education institutions (Mat Yusoff et al., 2025).

This research gap is becoming increasingly important because Malaysia is actively promoting
digital transformation through the Rancangan Pendidikan Malaysia (RPM) 2026-2035. In
particular, Strategic Thrust 4 emphasises strengthening digital education, expanding the use of
emerging technologies and building a future-ready education ecosystem through the
responsible integration of digital technologies, including artificial intelligence (Ministry of
Education Malaysia, 2025). Therefore, there is an urgent need to examine Al implementation
from a broader perspective that considers not only its educational benefits but also its ethical,
organisational and policy implications within the Malaysian context. Such evidence can assist
policymakers, educational institutions and educators in developing effective governance
frameworks, enhancing teachers' digital and Al competencies, and ensuring that Al is
implemented responsibly, equitably and sustainably. The findings may also support the
successful implementation of Strategic Thrust 4 of the RPM 2026-2035 and contribute to the
development of a resilient, inclusive and digitally empowered national education system
(UNESCO, 2023; Ministry of Education Malaysia, 2025).

Methods

A comprehensive literature search was conducted using Scopus databased. Boolean search such
as ("artificial intelligence" OR "ai" OR "machine learning" OR "deep learning") AND ("dual
impact" OR "impact" OR "benefits" OR "risk" OR "ethical") AND ("education" OR "learning"
OR "teaching" OR "instruction") AND ("impact" OR "effect" OR "influence" OR "outcome")
AND ("dual" OR "multiple" OR "combined" OR "synergistic") AND ("technology" OR
"digital" OR "innovation" OR "tools") AND ("student" OR "learner" OR "educator" OR
"teacher"). The searched was conducted on 31 March 2026. Keywords such as artificial
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intelligence, machine learning, dual-impact and education were utilized to collect relevant
articles. Various types of articles, including original research, systematic reviews, scoping
review, meta-analyses and case studies were considered for this minireview. Figure 1 illustrates
the PRISMA flow diagram, which outlines the systematic article selection process, including
the identification, screening, eligibility assessment and final inclusion of studies based on the
predetermined inclusion and exclusion criteria.

A total of 425 records were obtained from the Scopus database using Boolean search (n=425)

The following keywords were used in the search: ("artificial intelligence" OR "ai" OR "machine learning" OR
"deep learning") AND ("dualimpact" OR "impact" OR "benefits" OR "risk" OR "ethical") AND ("education" OR
"learning" OR "teaching" OR "instruction") AND ("impact" OR "effect" OR "influence" OR "outcome") AND
("dual" OR "multiple" OR "combined" OR "synergistic") AND ("technology" OR "digital" OR "innovation" OR
"tools") AND ("student" OR "learner" OR "educator" OR "teacher")

v

Records were excluded because of the subject area were not related to student’s learning process, risks,
ethical aspects, journal only, publication not in English language, not addressing the contexts and
published before year 2025.

(n=110)

v
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Figure 1: PRISMA Flow Diagram

Inclusion Criteria
The main purpose of determining the inclusion criteria is to specify the characteristics that must
have to be included in the study. It’s also function to ensure that the selected evidence is directly
related to the study. Therefore, in the context of this study, there are four inclusion criteria
regarded as the guideline to choose the specific reference. The four inclusion criteria are as
follows;

i. Studies discussing the integration of Al into education reveal its capacity to address
global challenges such as teacher shortages, accessibility gaps and personalized learning
demands. These works consistently identify machine learning, generative Al, and
predictive analytics as the most impactful technologies for shaping adaptive and
scalable learning environments.

ii. Studies focusing on generative Al tools, such as chatbots and intelligent tutoring
systems, demonstrate their value in automating assessments, streamlining
administrative efficiency and enhancing learner engagement. However, these
applications also raise pressing concerns around academic integrity, data security and
the risk of fostering student dependency.

iii. Studies analyzing the strengths, limitations, and potential applications of Al emphasize
its promise in fostering inclusivity-such as improved accessibility for learners with
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disabilities and equitable resource distribution-while simultaneously warning of risks
like algorithmic bias, western-centric datasets and privacy violations. These limitations
often undermine the very equity Al aims to promote, fueling ongoing controversies over
fairness, transparency and accountability in educational Al systems.

iv. Studies published in English

Exclusion Criteria
As for the exclusion criteria, it’s function to identify studies that should not be included, even
if they appear related to the topic. To be specific, exclusion criteria help eliminate irrelevant,
low-quality or inappropriate evidence. In this study, the exclusion criteria are as follows;
i. Studies published in languages other than English were excluded.
ii. Studies that discuss education without explicit reference to Artificial Intelligence (AI)
were excluded.
iii. Grey literature (e.g., conference abstracts, unpublished reports) was excluded.

Discussion and Result

I Common-Good ‘
/—-) Ethical Considerations (
\ Ethical Principles ’

Corporate Influence I

3 ¢ | Ethical |
Al in Education —%“{ ical Issues ’

Potential Harm |

| Educations! Inpovation ‘

b Banefits

Adaptive Learning '

|
{ Personalized Learning ‘

Figure 2: Concept map of the dual-impact of Al in Education

The Benefits
Artificial Intelligence (Al) has emerged as a transformative technology that enhances teaching,
learning and educational management by providing more personalised, adaptive and inclusive
learning experiences. Recent studies consistently show that Al improves learning efficiency
through adaptive learning systems, intelligent tutoring systems, generative Al applications and
learning analytics, enabling instruction to be tailored to students’ individual abilities, learning
pace and educational needs (Kalendera et al., 2025; Zhang et al., 2025; Chandra, 2025; Zhong
et al., 2025). These technologies enable educators to identify learning gaps more accurately,
provide immediate feedback and develop targeted interventions that improve students’
academic performance and learning engagement (Gresko, 2025; Singhal et al., 2026). Al also
plays an important role in promoting educational inclusion. Al-powered translation tools,
speech recognition, text-to-speech applications and accessibility technologies help reduce
barriers faced by students with disabilities and learners from diverse linguistic and cultural
backgrounds (Singhal et al., 2026; Chandra, 2025). In higher education, recent evidence
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suggests that Al supports collaborative learning, self-regulated learning and digital competence
development while increasing learners’ confidence in using emerging technologies (Mahawar
et al., 2026; Zhong et al., 2025).

Furthermore, Al-supported emotional analytics and intelligent recommendation systems can
improve learner motivation, engagement and classroom participation by providing timely and
personalised learning support (Yadav, 2024; Ma et al., 2025). Beyond student learning, Al
offers considerable benefits for educators and educational institutions. Al automates
administrative tasks such as grading, assessment, feedback generation, lesson planning and
scheduling, allowing educators to devote more time to teaching, mentoring and personalised
instruction (Rachovski et al., 2024). Recent systematic reviews further indicate that generative
Al can support curriculum development, content creation, formative assessment and
professional learning for teachers, thereby improving instructional quality and educational
efficiency (Mohamad et al., 2025). Al-powered chatbots, intelligent tutoring systems and
adaptive testing also provide scalable learning support, helping educational institutions address
teacher shortages and unequal access to educational resources (Kalendera et al., 2025).
Recent Scopus-indexed studies also demonstrate that Al contributes to the development of
twenty-first-century competencies, including problem-solving, creativity, critical thinking and
digital literacy, particularly when Al is integrated as a complementary instructional tool rather
than a replacement for teachers (Zhong et al., 2025; Mahawar et al., 2026). These findings
suggest that Al is increasingly viewed not only as a technological innovation but also as a
pedagogical partner that supports more flexible, student-centred and evidence-based teaching
practices.

Overall, the literature shows that Al has significant potential to improve educational
accessibility, learning quality, instructional effectiveness and institutional efficiency (Luan et
al., 2026; Halim et al., 2026). Al supports personalised learning by adapting instruction to
students' individual needs. It also promotes innovative teaching practices and enhances students'
learning experiences across different educational settings (Luan et al., 2026; Halim et al., 2026).
Despite these benefits, most existing studies have focused on Al adoption in higher education.
The emphasis has mainly been on technology acceptance, learning performance and knowledge
management. Comparatively, fewer studies have examined how Al can be effectively
implemented in primary and secondary schools (Hussein etal., 2026). Research on institutional
readiness, governance, teachers' Al competencies and equitable Al implementation also
remains limited, particularly in developing countries such as Malaysia (Khoo et al., 2026).
These gaps highlight the need for further research on the responsible, ethical and sustainable
use of Al in education. More evidence is needed to help educational institutions develop
effective governance, strengthen teachers' digital competencies and promote equitable access
to Al technologies. Such efforts are consistent with the recommendations of UNESCO (2023)
and the aspirations of the Rancangan Pendidikan Malaysia (RPM) 2026-2035, which
emphasises digital transformation and the responsible integration of emer ging technologies in
education (Ministry of Education Malaysia, 2025).

The Risk
Despite the transformative potential of artificial intelligence (AI) in education, its
implementation also introduces several important risks. Al is increasingly used to support
personalised learning, automated assessment and educational decision-making. These
technologies improve learning efficiency and reduce teachers' administrative workload. They
also provide more flexible and accessible learning opportunities. However, the increasing use
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of Al raises important questions about the extent to which educational processes should depend
on automated systems. Learning is not only a technological process but also involves human
interaction, critical thinking and social development, which cannot be fully replaced by Al The
rapid adoption of Al also creates several risks that may affect educational quality and equity if
they are not properly managed. One of the main concerns is data privacy. Al systems require
large amounts of learner data, increasing the risk of unauthorised access and misuse of personal
information. Concerns have also been raised about algorithmic bias, cybersecurity and
academic integrity. Al-generated content may encourage plagiarism, spread inaccurate
information and reduce the authenticity of students' work. Furthermore, excessive reliance on
Al may weaken students' critical thinking, creativity and independent problem-solving skills.
These challenges highlight the importance of ensuring that Al supports, rather than replaces,
human judgment in education.

The risks associated with Al extend beyond technical issues. They also involve ethical, cultural
and social considerations. Long-term dependence on Al may influence students' learning
behaviour and reduce meaningful interactions between teachers and learners. Unequal access
to digital infrastructure and Al technologies may also widen educational disparities, particularly
among disadvantaged communities. These challenges demonstrate that successful Al
implementation depends not only on technological advancement but also on responsible
governance, equitable access and strong human oversight. Therefore, international
organisations such as UNESCO (2023) have emphasised the need for ethical Al governance,
comprehensive Al literacy and policies that promote fairness, transparency and accountability.
Within the Malaysian context, these risks require even greater attention as the education system
continues to accelerate its digital transformation. Although Al offers significant opportunities
to improve teaching and learning, its successful implementation depends on reliable digital
infrastructure, institutional readiness and teachers' Al competencies. Differences in internet
connectivity, digital facilities and Al literacy may create unequal learning opportunities among
schools. These challenges are likely to be more pronounced in rural and underserved areas,
where technological resources and professional support remain limited. Previous studies have
shown that institutional readiness and teachers' competencies are essential for the successful
adoption of Al in education (Khoo et al., 2026; Halim et al., 2026).

However, empirical evidence examining these issues in Malaysian primary and secondary
schools remains limited. Another important concern is the limited evidence on Al governance
and responsible implementation in Malaysian schools. Most existing studies have focused on
Al adoption, learning performance and knowledge management, particularly in higher
education. Comparatively fewer studies have examined the policy, ethical and organisational
risks of Al implementation across the school system (Hussein et al., 2026). As Al becomes
more widely integrated into educational practice, schools will require clear governance
frameworks, practical implementation guidelines and continuous professional development for
teachers. These measures are necessary to ensure that Al protects learners' rights, promotes
equitable access to quality education and supports responsible educational innovation. This
directionis consistent with the recommendations of UNESCO (2023), which advocate human -
centred Al, ethical governance and the development of educators' Al competencies. Similarly,
Luan et al. (2026) emphasised that successful Al integration depends not only on technological
innovation but also on strong institutional capacity and effective educational support systems.

Overall, the literature suggests that Al-related risks should not be viewed as barriers to
innovation but as challenges that require careful planning and effective governance. Existing
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evidence has expanded our understanding of Al adoption and its educational potential.
However, important gaps remain regarding its long-term implementation, particularly in school
settings and developing countries. Future research should therefore examine practical strategies
for strengthening institutional readiness, improving Al governance and enhancing teachers'
competencies. Such evidence will help ensure that Al is implemented responsibly, ethically and
sustainably while maximising its benefits for all learners.

Ethical Consideration

Ethical considerations have become one of the most important issues in the adoption of artificial
intelligence (Al) in education. Although Al has the potential to improve teaching, learning and
educational management, its increasing use has also raised important ethical concerns. These
concerns include privacy, transparency, accountability, fairness and academic integrity
(Tortella et al., 2025; Lopez-Borrull & Lopezosa, 2025). Al systems increasingly influence
educational decisions, learning opportunities and assessment processes. As a result, ethical
issues are no longer viewed as technical challenges alone. They are now recognised as essential
factors in ensuring that Al supports education without compromising human values and
learners' rights (UNESCO, 2023).

As Al becomes more widely adopted, new ethical challenges continue to emerge. One of the
main concerns is the protection of learners' personal data. Al systems require large amounts of
educational data, increasing the need for responsible data management and informed consent.
Concerns have also been raised about algorithmic bias, digital inequality and the unequal
distribution of Al benefits across different educational contexts (Hanshaw & Sullivan, 2025;
Loépez-Borrull & Lopezosa, 2025). Furthermore, Al-generated recommendations may influence
educational decisions in ways that are difficult for educators and learners to understand or
question. These issues highlight the importance of transparency, accountability and human
oversight in Al-supported education (UNESCO, 2023).

The ethical use of Al also depends on how the technology is applied in daily educational
practice. Al-powered tools can improve personalised learning, accessibility and student
engagement. However, excessive dependence on Al may reduce students' opportunities to think
critically, solve problems independently and make their own academic decisions (Sun et al.,
2025). Al-generated content may also increase the risk of plagiarism, misinformation and other
forms of academic misconduct if appropriate safeguards are not established (Tortella et al.,
2025). Therefore, Al should be used to support teaching and learning rather than replace
educators' professional judgment. Close collaboration among educators, researchers,
policymakers and technology developers is essential to ensure that Al is implemented
responsibly and ethically (UNESCO, 2023).

From the Malaysian perspective, ethical considerations should become an integral part of Al
implementation across the education system. Although Al offers significant opportunities to
improve teaching quality and learning outcomes, successful implementation depends on more
than technological advancement. Equal attention should be given to data protection,
transparency, fairness and respect for learners' rights. Teachers also require adequate Al
knowledge and ethical awareness to evaluate Al-generated content, protect students' personal
information and make appropriate instructional decisions. Previous studies have shown that
teachers' competencies and institutional readiness are important for the responsible adoption of
Al in education (Khoo et al., 2026; Halim et al., 2026). However, empirical evidence examining
these ethical issues within Malaysian primary and secondary schools remains limited.
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Another important issue is the lack of evidence on Al governance and ethical implementation
in Malaysian schools. Most existing studies have focused on Al adoption, learning performance
and knowledge management, particularly in higher education. Comparatively fewer studies
have examined how ethical principles can be translated into school policies, governance
practices and classroom implementation (Hussein et al., 2026). As Al technologies continue to
evolve, educational institutions will require clear ethical guidelines, effective governance
frameworks and continuous professional development for educators. These efforts are
necessary to ensure that Al is implemented responsibly, transparently and fairly. They are also
consistent with the recommendations of UNESCO (2023), which promote human-centred Al
and ethical governance. Similarly, Luan et al. (2026) emphasised that successful Al
implementation depends not only on technological innovation but also on strong institutional
capacity, ethical leadership and continuous support for educators.

Overall, the literature indicates that ethical considerations should be regarded as a fundamental
component of Al implementation rather than an issue to be addressed after adoption. While Al
offers substantial educational benefits, responsible implementati on requires strong governance,
ethical standards, institutional readiness and competent educators. Future research should
therefore examine practical approaches for strengthening Al governance, improving teachers'
ethical competencies and developing implementation frameworks that are appropriate for
different educational contexts, particularly in Malaysian primary and secondary schools. Such
evidence will help ensure that Al is used responsibly, ethically and sustainably while protecting
learners' rights and promoting equitable access to quality education.

The graph in Figure 3 shows publication trends from 1989 to 2026. For nearly three decades
(1989-2017), the number of documents remained very low. A gradual rise began around 2018,
followed by a sharp surge from 2019 onwards. The peak occurred and recorded a significant
increase in 2024 and 2025 with over 600 publications. Overall, the data highlights an explosive
growth of research in the early 2020s, marking the peak period of scholarly interest.
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Figure 3: Publication Time-Series Line Chart
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The graph in Figure 4 highlights document contributions by country. Among Asian countries,
China leads with nearly 340 publications, followed by India (=130) and Malaysia (=40). Saudi
Arabia also contributes around 40 documents. This shows Asia’s strong research presence, with
China dominating globally, while India, Malaysia and Saudi Arabia indicate growing but
smaller-scale contributions to the field.

Documents by country or territory
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Documents

Figure 4: Publication by Country

The publication trend in Figure 5 shows that articles dominate with 54.5%, followed by
conference papers at 28%, reflecting strong dissemination in both journals and conferences.
Conference reviews (6.6%), book chapters (4.3%), and reviews (3.8%) contribute moderately.
Smaller shares include books (2.2%), while editorials, notes and retracted papers account for
less than 1% each. This indicates that scholarly communication in the field is primarily driven
by peer-reviewed journal articles and conference contributions, underscoring the balance
between theoretical development and practical discussion-based dissemination.
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The chart in Figure 6 shows publications by subject area. Computer Science dominates with
28.7%, followed by Social Sciences (21.6%) and Engineering (11.5%). Other significant fields
include Mathematics (7.1%) and Medicine (4.3%). Smaller contributions come from
Business/Management (3.1%), Decision Sciences (3.1%), Psychology (2.8%), Arts and
Humanities (2.2%), and Materials Science (1.9%). The Other category accounts for 13.8%,
reflecting diverse interdisciplinary research. Overall, the trend highlights strong engagement in
technology-driven and human-focused domains.

Table 1 presents a selection of recent studies on artificial intelligence (Al) in education
published between 2025 and 2026 in Scopus databased. The studies were chosen to provide an
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overview of current research trends, highlighting the benefits, risks, ethical considerations and
future directions associated with Al adoption in educational settings. Collectively, these studies
demonstrate the growing interest in understanding both the opportunities and challenges of Al
integration, while emphasizing the importance of responsible, equitable and sustainable
implementation in education.

Table 1: Recent Research on Al in Education (Scopus Databased)

Author Year Article Title Main Findings
Zhang, L., 2025 The Impact of Digital Benefits:Digitaltechnologies,including Al-supported
Liu, Z., Zhao, Technology Use on learning tools, improve teaching quality by
L., & Gao, J. Teaching Quality in  strengthening teacher supportand enhancing students'
University Physical self-efficacy.
Education
Lopez- 2025 Mapping the Impact of Risks & Ethical Considerations: Generative Al
BorrullLA., & Generative Al on increases the risk of misinformation and fabricated
Lopezosa, C. Disinformation: Insights content. At the same time, it highlights the ethical
from a Scoping Review importance of Al literacy, fact-checking and
responsible Al use.
Sun, W., 2025 The Double-Edged Sword Benefits & Risks: Al interaction can promote positive
Jiang, Z., & Effect of  Interaction learning behaviours and collaboration. However,
Hai, S. Frequency with Al on excessive dependence on Al may increase loneliness
College Students and reduce meaningful peer interaction.
Liu, Y., 2025 Adopting Generative Al in Benefits: Teachers are more likely to adopt Al when
Wang, Q., & Future Classrooms they perceive it as useful, easy to use and when they
Lei, J. possess sufficient Al self-efficacy, indicating the
importance of Al competency development.
Bjurstrom, 2025 Digital Learning Resource Benefits: Al-supported digital resources encourage
M.F. etal. Use among Swedish Medical flexible,self-directed and personalised learningamong
Students university students.
Wang, L. et 2025 Teaching Innovation in a Benefits: The teacher—Al-student instructional model
al. Pharmacy Course enhances higher-order thinking, questioning ability
and knowledge application through -collaborative
human—Al interaction.
Chance,E.A. 2025 The Combined Impactof Al Benefits & Ethical Considerations: Al combined with
and VR on Interdisciplinary VR improves technical competence, teamwork and
Learning decision-making while highlighting the need for
ethical judgement in healthcare education.
Hanshaw, G.,, 2025 Exploring Barriers to Al Risks: Low awareness, limited course integration and
&  Sullivan, Course Assistant Adoption unclear value reduce Al adoption, suggesting that
C. institutional readiness remains a significant
implementation challenge.
Tortella,F. et 2025 Knowledge and Use of Al Benefits, Risks & Ethical Considerations: Students
al. Chatbots among Italian recognise Al chatbots as useful learning tools but
Physiotherapy Students remain concerned about information accuracy,
academic integrity and ethical use.
Mat Yusoff, 2025 Understanding the Role of Benefits: Al acceptance among Malaysian university
S. etal. Al in Malaysian Higher students is driven primarily by user satisfaction,

Education Curricula

supported by perceived usefulness and system
credibility.
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Local Impact
From Malaysian perspective, the integration of Al in education mirrors many of the global
dynamics observed in international studies but is uniquely shaped by national educational
priorities and infrastructure disparities. The Ministry of Education’s emphasis on digital
transformation and personalized learning aligns with the positive findings of Chance (2025)
and Zhang et al. (2025), highlighting AI’s potential to improve accessibility and efficiency
across urban and rural schools. However, local realities-such as uneven broadband access,
limited teacher readiness and disparities in digital literacy-exacerbate the very inequalities
identified in global research by Tortella et al. (2025) and Wang et al. (2025). The growing
adoption of Al tools for assessment and administrative tasks in Malaysia’s schools also
introduces ethical and psychological implications similar to those raised by Bjurstrom et al.
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(2025) and Liu et al., (2025), particularly regarding over-reliance and diminished pedagogical
autonomy. Moreover, Mat Yusoff et al. (2025) emphasize the need for national regulatory
frameworks that balance innovation with accountability-an urgent issue as Malaysia seeks to
operationalize the Al in Education Policy Framework (KPM 2025) to mitigate algorithmic bias
and data privacy concerns. The collective evidence suggests that while Al-driven education can
enhance teaching quality and inclusion, without robust ethical governance, the risks of cultural
homogenization, teacher deskilling, and inequitable access could widen Malaysia’s existing
educational gap. Hence, integrating ethical literacy and local contextualization within Al
policies is critical to ensure that Malaysia’s digital evolution in education remains both
equitable and culturally grounded.

Within the context of Malaysia’s primary and secondary education system, the increasing
adoption of artificial intelligence (Al) in education has significant implications for the nation’s
educational transformation agenda as outlined in the Malaysia Education Development Plan
2026-2035. The plan recognizes the importance of future-oriented competencies through
Strategic Thrust 2, which emphasizes the development of students’ future-ready skills and
Strategic Thrust 3, which focuses on empowering educators with the capabilities required to
navigate emerging educational technologies. In addition, the Smart Assessment enabler
highlights the integration of digital technologies and artificial intelligence to support more
comprehensive, data-informed and adaptive assessment practices, while Strategic Thrust 4
provides the necessary digital infrastructure and infostructure to facilitate the effective
implementation of Al across the education system (Ministry of Education Malaysia, 2026).

In this context, Al offers considerable potential to support personalized learning, enhance
assessment practices, automate administrative processes and expand access to quality
educational resources, particularly in geographically dispersed regions. However, the
successful implementation of Al in Malaysian schools remains dependent on addressing
persistent challenges such as disparities in digital infrastructure, unequal access to technology
and variations in teachers’ digital competencies. These challenges are particularly relevant in
rural and underserved communities, where the benefits of Al may not be experienced equally.
Furthermore, as Al becomes increasingly embedded in educational practices, concerns related
to data privacy, algorithmic bias, transparency and ethical decision-making require greater
attention from policymakers and educational stakeholders. Therefore, the local impact of Al
extends beyond technological innovation, underscoring the need for effective governance,
continuous professional capacity building and context-sensitive implementation strategies to
ensure that the aspirations of the Malaysia Education Development Plan 2026-2035 are
achieved in an equitable, inclusive and sustainable manner (Ministry of Education Malaysia,
2026).

Conclusion

Artificial Intelligence (Al) is increasingly becoming an important part of modern education.
This mini review has shown that Al offers significant opportunities to improve teaching,
learning and educational management. Through technologies such as adaptive learning
systems, intelligent tutoring platforms, automated assessment and generative Al tools, Al can
support personalized learning, improve accessibility and increase learning flexibility. Al also
helps educators reduce administrative workload, allowing them to focus more on teaching,
mentoring and supporting students. These advantages demonstrate AI’s potential to create more
inclusive, efficient and responsive educational environments. Despite these benefits, the review
also highlights several important risks and challenges associated with Al adoption in education.
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Issues related to data privacy, cybersecurity, algorithmic bias and academic integrity continue
to raise concerns among researchers, educators and policymakers. The increasing use of Al-
generated content may contribute to misinformation, plagiarism and the spread of inaccurate
knowledge if appropriate safeguards are not established.

Furthermore, excessive reliance on Al tools may reduce opportunities for students to develop
critical thinking, independent reasoning and problem-solving skills. These concerns suggest
that the educational value of Al should not be evaluated solely based on efficiency and
technological performance. Ethical considerations remain central to the successful integration
of Al in education. Questions regarding fairness, transparency, accountability and human
oversight must be addressed to ensure that Al systems support rather than replace human
judgment. The review also highlights broader concerns related to digital inequality, unequal
access to technological resources and the influence of culturally biased datasets. Without
careful planning and governance, Al may unintentionally reinforce existing educational and
social disparities, particularly among learners from underserved communities.

In the Malaysian context, the aspirations outlined in the Malaysia Education Development Plan
2026-2035 provide a strong foundation for the responsible integration of Al across the
education system. The emphasis on future-ready competencies, educator transformation, smart
assessment and digital infrastructure reflects the growing recognition of Al as an important
enabler of educational innovation. However, achieving these aspirations requires continuous
investment in infrastructure, professional development, Al literacy and ethical governance. In
conclusion, Al should be viewed as a tool that complements and strengthens human capabilities
rather than replacing educators. The future of Al in education depends on balancing innovation
with responsibility, efficiency with equity and technological advancement with human values.
Through collaborative efforts among educators, researchers, policymakers and technology
developers, Al can contribute to a more inclusive, ethical and sustainable educational future.
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