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Abstract: The rapid increase in internet penetration in Malaysia has heightened exposure to
cybercrime, particularly the Macau Scam, despite ongoing government efforts in legal
enforcement and awareness campaigns. While past research has largely emphasised technical
and regulatory responses, it has given limited attention to the psychological and behavioural
determinants of self-protection. Addressing this gap, this conceptual paper develops a
[framework that integrates the Theory of Planned Behaviour (TPB) with Self-Efficacy Theory to
explain Malaysians’ intention to adopt self-protective measures against cybercrime. The
proposed framework examines how attitude, subjective norms, and perceived behavioural
control interact with self-efficacy to shape individual confidence and willingness to engage in
protective behaviours. The integration of self-efficacy offers an important extension to TPB,
providing deeper insights into how personal belief and perceived capability influence
cybersecurity actions. This combination is particularly relevant in the Malaysian collectivist
context, where social influence and perceived competence strongly affect behavioural
outcomes. Theoretically, this study extends TPB with self-efficacy, thereby enhancing its
explanatory power in cybersecurity behaviour research. In practice, the framework informs
policymakers, educators, and law enforcement in designing user-centred strategies that move
beyond technical safeguards towards cultivating proactive, self-reliant citizens. By
emphasising behavioural empowerment, this study highlights pathways to strengthen
Malaysia’s national cyber resilience.

Keywords: Cybercrime, Macau Scam, Theory of Planned Behavior, Self-Efficacy,
Cybersecurity Behavior

Copyright © Academic Inspired Network 27 @@ This work is licensed under
- All rights reserved CCBY 4.0


https://creativecommons.org/licenses/by/4.0/?ref=chooser-v1

Volume: 11 Issues: 82 Special Issue [April, 2026] pp. 27 - 44
Journal of Islamic, Social, Economics and Development (JISED)
eISSN: 0128-1755

Journal website: academicinspired.com/jised

NS DOI: 10.55573/JISED.118203
NETWORK

Introduction

In today’s digital age, internet usage has become essential for communication, financial
transactions, and daily activities. In Malaysia, internet usage surged to 96.8% in 2021,
especially after the COVID-19 pandemic (DOSM, 2022). However, this heavy reliance on
technology has increased exposure to cyber threats, particularly the Macau Scam, which uses
fake phone calls, VoIP, and social engineering to deceive victims (Rosley et al., 2023).

Despite strong efforts by the government and cybersecurity agencies, Macau Scam cases
continue to rise. In 2023, there were 7,734 reported cases with losses exceeding RM321.1
million (PDRM, 2023). Scammers now employ advanced tactics, including fake caller IDs and
Al-generated voices, to deceive victims. This crime affects people from various backgrounds,
including retirees, teachers, and professionals (Bernama, 2023).

Current measures, such as cybersecurity laws and awareness campaigns, are insufficient to
prevent these scams (MKN, 2024). Many victims underestimate their risk, lack awareness of
scams, and fail to detect fraud. Previous studies focused more on technical solutions, but little
attention is given to how personal factors like attitude, perceived control, social influence, and
self-efficacy affect one’s intention to protect themselves (Nurul Nadiah et al., 2019; Chatterjee
etal., 2019).

This study aims to explore how these behavioral factors influence Malaysians' citizen intention
to adopt self-protective measures against the Macau Scam. It combines the Theory of Planned
Behavior (TPB) and Self-Efficacy Theory to create a comprehensive framework in
understanding self-protective behaviour among Malaysian’s. The research offers practical
insights for policymakers, law enforcement, and educators in improving cybersecurity
strategies. The paper covers the background, literature review, and conceptual framework, and
concludes with key implications and future recommendations.

Literature Review

Issues of Cybercrime in Malaysia
Cybercrime has become a major concern in Malaysia, especially since the COVID-19
pandemic, which accelerated the shift towards online activities and led to a surge in cybercrime
cases such as Macau scams, phishing, malware attacks, and identity theft (Aziz et al., 2020;
Ismail et al., 2022). A total of RM3.18 billion has been lost to online scams, impacting more
than 95,800 victims from 2021 to April 2024 in the country (MyCert2025).
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Figure 1: Total Cybercrime Incident in Malaysia
Source: https://www.mycert.org.my/portal/statistics
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The Malaysian government, through various bodies and agencies, has taken proactive steps to
combat cybercrime. This includes implementing legal frameworks, public awareness
campaigns, and strengthening enforcement agencies. In Budget 2025, RM10 million was
allocated to NACSA to recruit 100 personnel, reflecting the government’s serious stance against
cyber threats like the Macau Scam (MKN, 2024). Key legislations such as the Consumer
Protection Act 1999 (CPA), Personal Data Protection Act 2010 (PDPA), and Electronic
Commerce Act 2006 were imposed to reduce consumer vulnerability (Nurul Atikafet al., 2020),
in line with the National Consumer Policy, which promotes self-protection among consumers
(Yi & Arif, 2021).

The Malaysia Cyber Security Strategy 2020-2024, with RM1.8 billion funding, further
strengthens cyber resilience (MOSTI, 2020). Cybersecurity Malaysia (CSM) supports this via
MyCERT, digital forensics, and public education through the CyberSAFE Programme
(CyberSecurity Malaysia, 2024). Meanwhile, PDRM, via CCID, operates the Semak Mule
Portal and conducts Ops Penipuan (PDRM, 2023). The MCMC enforces content control and
campaigns like “Stop. Think. Connect.” (MCMC, 2023). Malaysia also collaborates
internationally with bodies like Interpol, ASEAN, and FIRST (National Security Council
Malaysia, 2022). Despite all efforts, cybercrime remains a growing challenge.

Cybercrime continues to present a complex and evolving challenge (Bailey, Kaplan, & Rezek,
2014). Reliance solely on system security measures and governmental interventions has proven
insufficient in addressing the growing threat. Individuals must therefore adopt proactive
strategies to protect themselves in the digital environment. The need for self-protection is
further amplified by contributing factors such as high internet penetration, limited digital
literacy, and excessive engagement with social media platforms like Facebook, which
collectively heighten the risk of cyber victimization (Hamzah, 2021; Singh et al., 2021).

Understanding cybercrime and its impact
Cybercrime refers to illegal activities conducted using computers, networks, or digital platforms
(Hill & Marion, 2016; McGuire et al., 2013). Common forms include phishing, malware,
hacking, DDoS, social engineering, and identity theft (Jain & Gupta, 2020). According to the
Fraud Triangle Theory (Cressy, 1953), cybercrime arises from three factors: pressure,
opportunity, and rationalization, with opportunity being the strongest driver.
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Figure 2: Fraud Triangle
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Opportunities for cybercrime victimization increase when individuals underestimate their
vulnerability to fraud and fail to recognize deceptive communications (Williams et al., 2017;
Norris & Brookes, 2021). In Malaysia, studies show that self-protection against cyber risks
remains at a moderate level, exposing individuals to greater threats (Nurul Nadiah et al., 2019;
Laily Paim et al., 2017). This situation becomes even more challenging in the era of Artificial
Intelligence (Al), where scams are more sophisticated and harder to detect.

Money is the main motivation behind cybercrime, driving various illegal activities like
ransomware, identity theft, online fraud, and stealing financial data such as credit card or bank
account information (Hizam, 2024). For many offenders, cybercrime has become a lucrative
source of income, attracting both individuals and organized groups. It offers a quick and easy
way to make money without traditional work or investment, often through methods like bank
data theft, credit card scams, and digital extortion (Ulo et al., 2024).

The belief of some cyber offenders, perceiving their actions as a way to resist exploitative
corporations, unjust financial systems, or corrupt institutions, enables them to rationalize
financial theft, data breaches, and digital sabotage as efforts to correct economic injustices. This
thaught rationalized the wrong deeds by the fraudster. In some instances, hackers portray
themselves as digital vigilantes, claiming to expose unethical practices or redistribute wealth.
This narrative of economic retribution is reinforced by global economic inequalities, where
individuals from marginalized or disadvantaged regions view cybercrime as a means to address
personal or collective grievances (Faisal & Mustafa, 2025).

The presence of these three contributing factors increases the likelihood of cybercrime. This
issue should be taken seriously, as cybercrime not only causes financial and emotional harm
but also supports wider criminal activities such as money laundering and human trafficking
(Roskot et al., 2020). While legal frameworks and cybersecurity systems are already in place,
personal factors such as attitudes, self-efficacy, and online behaviour play an important role in
determining one’s vulnerability to cyber threats.

Role of Human Behavior in Cybercrime Protection

Human behaviour is a critical determinant in mitigating cybercrime victimisation. According
to the Theory of Planned Behavior (TPB), an individual’s intention to engage in protective
behaviour is shaped by three key factors: attitude, subjective norms, and perceived behavioral
control (Ajzen, 1991).In parallel, self-efficacy, an individual’s belief in their ability to execute
specific tasks, significantly influences the adoption of protective online practices (Bandura,
1986). Individuals who possess higher levels of awareness, digital literacy, and confidence are
more inclined to engage in self-protective behaviours, while those with limited cybersecurity
knowledge or who exhibit overconfidence are more susceptible to cyber threats (Abassi et al.,
2016; Lea et al., 2009).

In the Malaysian context, research indicates that many users perceive themselves as safe online
but remain unaware of underlying cyber risks, including scams and fraudulent websites
(MCMC, 2020; Fidlizan et al., 2024). This behavioural gap is further supported by findings
from the 2021 Financial Capability and Inclusion Demand Side (FCI) Survey, which revealed
a concerning lack of digital financial literacy among Malaysians. Approximately one in three
respondents indicated a willingness to share their bank account passwords or PINs with close
friends, reflecting poor awareness of cybersecurity risks. Furthermore, nearly two-thirds of
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individuals admitted they did not verify website security features before conducting online
transactions, such as ensuring the legitimacy of payment pages (Bernama, 2022).

The tendency to create easy-to-remember passwords based on personal information, driven by
convenience, increases vulnerability to hacking and account exploitation, particularly those
linked to banking institutions, while the disclosure of personal details on social media further
facilitates fraudulent activities (Bernama, 2022). Such tendencies significantly increase
exposure to financial fraud. Consequently, reliance solely on system-based security and
governmental intervention is insufficient. Individuals must take active and responsible steps to
protect themselves from cyber threats (Susskind, 2014).

Intention to Self-Protect

Intention to self-protect refers to an individual’s readiness and determination to engage in
behaviours that prevent cybercrime (Ajzen, 1991). Undoubtedly, technological advancement
plays a significant role in mitigating cybercrime risk (Zhao et al., 2012). Adopting protective
tools can disrupt unsafe digital environments and reduce fraudulent activity (Drew, 2020).
However, the effectiveness of such technology depends mainly on individual intention to utilise
them. Without this intention, the benefits of technological progress may remain unrealised,
particularly when human negligence persists. In such cases, even the most sophisticated
systems can fail to prevent cybercrime (Ye & Potter, 2011).

Based on the Theory of Planned Behaviour (TPB), intention serves as a key predictor of
behaviour, shaped by three core components: attitude, subjective norms, and perceived
behavioural control (PBC) (Ajzen, 1991). Individuals' intentions and attitudes toward
protective tools are often influenced by perceived effectiveness, switching costs, and
psychological factors (Ye & Potter, 2011). When individuals perceive risks such as financial
loss, identity theft, or fraud, their intention to adopt protective measures tends to increase
particularly when accompanied by strong self-efficacy and supportive social norms (Cho &
Lee, 2015; Daud et al., 2020). This positive attitude leads to actual protective behaviours (Linan
etal., 2011; Holst & Iversen, 2011).

In general, Malaysians demonstrate only a moderate level of self-protection ability when facing
online threats (Nurul Nadiah et al., 2019). This pattern can be attributed to cultural values. As
a nation rooted in Asian traditions, Malaysia is often characterised by a collectivist culture,
where individual behaviours and decisions are shaped by social contexts and interpersonal
relationships (Ishii, 2013). In such societies, people tend to conform to the behaviours of their
social groups (Yusof & Razak, 2018).

The impact of self-efficacy on behavioural intention tends to be weaker than that observed in
more individualistic Western societies (Chen et al., 2006). A collectivist orientation encourages
individuals to rely on shared responsibility, collective judgement, and external cues when
making behavioural decisions (Earley, 1994; Gibson, 1999). Therefore, in the Malaysian
setting, subjective norms play a critical role alongside individual intentions and technological
competence. Additionally, social support has been shown to enhance behavioural intention
(Gunasegaran et al., 2024). These social influences act as strong drivers of behavioural change,
especially in promoting online self-protection.

Beyond the core components of the Theory of Planned Behavior (TPB), this study includes
self-efficacy as a key factor in understanding individuals’ intentions to protect themselves
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against cybercrime. Higher levels of self-efficacy are linked to a stronger willingness to face
cybersecurity challenges and to take proactive measures to address them (Hassan et al., 2020).
Individuals with elevated self-efficacy generally exhibit greater motivation, persistence, and
goal-directed behaviour, thereby strengthening the connection between belief in one’s
capabilities and the intention to act in self-protective ways (Bortne et al., 2025).

Therefore, self-protection against cyber threats is influenced by individual intention which is
supported by self-efficacy, social influence and perceived behavioural control in encouraging
proactive cybersecurity behaviour. Although technological tools are available their
effectiveness ultimately depends on the human factor which is our willingness to adopt and
utilise them.

Role of Attitude
Attitude refers to an individual’s positive or negative evaluation of a behaviour or situation, and
it influences how a person thinks, feels, and acts (Fishbein & Ajzen, 1975; Ajzen, 2011,
Bagozzi, 1994a, 1994b). A positive attitude encourages the intention to act, whereas a negative
attitude tends to discourage it (Alanazi et al., 2022). According to the Tripartite Model, attitude
consists of three components: conative (intention to act), affective (feelings), and cognitive
(knowledge and beliefs) (Schiffman & Kanuk, 2004).

In the context of cybercrime, attitude plays a key role in shaping one’s intention to protect
themselves online. A positive attitude towards cybersecurity encourages protective actions,
while a careless or negative attitude may lead to greater risk (Drew, 2020). Individuals who
downplay the seriousness of cyber threats are more likely to face security incidents (Constantin
et al., 2020). Although having technical knowledge and experience can improve one’s attitude
and response to cyber risks (Son et al., 2013), overconfidence may increase vulnerability
(Martens et al., 2019). People who are familiar with computers and technology are generally
better at handling phishing attempts (Pattinson et al., 2012). However, the extent to which IT
skills can truly protect against phishing attacks remains uncertain (Broadhurst et al., 2020).

According to Cohen and Felson (1980), individuals who have previously experienced
victimisation are more likely to modify their behaviour and adopt more cautious actions in the
future. This is because the perception that cybercrime is becoming increasingly common often
leads to heightened insecurity (Martens et al., 2019). This sense of vulnerability is especially
pronounced among those with limited technological experience, who tend to be more concerned
about security and privacy issues (Karim et al., 2020). When individuals perceive greater risk,
they tend to adopt more careful, vigilant behaviour (Abassi et al., 2016), leading them to adopt
self-protective strategies to reduce their exposure to cybercrime (Leukfeldt, 2014). Ultimately,
such behavioural adjustments are made to prevent future victimisation (Turanovic & Pratt,
2014).

However, research has shown that individuals with some knowledge of scams may develop an
inflated sense of confidence in their ability to detect fraud and may underestimate their own
vulnerability to deception (Martens et al., 2019). This overconfidence, coupled with an
indifferent attitude, can lead to risky behavior and an increased likelihood of fraud
victimization. Consequently, prior victimization or awareness of cyber threats does not
necessarily translate into more effective self-protection. Victims may still fail to take
meaningful action to prevent future incidents (Drew, 2020).
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Drew (2020) also suggests that further investigation is needed to understand why some victims
do not change their behavior or show motivation to adopt protective measures. A lack of
awareness regarding self-protective strategies, or other influencing factors, may explain this
inaction. Therefore, research into self-protective behavior is essential for addressing
cybercrime, as risky attitudes may create greater opportunities for fraudulent activities to occur.
The goal is not only to protect individuals who have never been victimized, but also to prevent
re-victimization among those previously affected. In this study, the researcher aims to examine
the relationship between attitude and an individual’s intention and behavior to self-protect in
the context of cybercrime.

Perceived Behavioral Control (PBC)
Perceived Behavioral Control (PBC) refers to an individual’s belief in their ability to perform
specific actions, taking into account both internal capabilities and external constraints (Ajzen,
1985). It reflects the general belief that an individual’s own actions, rather than external

influences such as authority figures or situational opportunities, determine outcomes (Ajzen,
2005).

Unlike self-efficacy, which focuses solely on internal belief, PBC encompasses additional
factors such as time, financial means, skills, and social support (Dawson et al., 2021). The
availability of resources and information shapes an individual’s perception of control over a
particular behaviour (Ajzen, 1991; Glanz et al., 2015). These resources, such as self-confidence,
comfort, decisiveness, financial capability, and knowledge, can either facilitate or hinder one’s
intention to engage in a particular behaviour (Glanz et al., 2015; Macovei, 2015).

Individuals with a high level of PBC over these resources are more likely to form the intention
to perform the behaviour. However, when the necessary effort or resources are limited or
difficult to access, the strength of these intentions may diminish (Ajzen & Fishbein, 2005). This
reduction in control perception can negatively impact individuals’ motivation and willingness
to adopt preventive behaviours, especially when such measures are perceived as challenging to
implement (Sommestad et al., 2019).

Limited access to required resources or the perception that cybersecurity practices are complex
can reduce individuals’ intention, motivation, and willingness to engage in them particularly
among those who find tools like password managers or firewall software unfamiliar and more
complicated than they truly are (Ajzen & Fishbein, 2005; Sommestad et al., 2019). Although
specific actions such as updating antivirus software or backing up data have become routine
(Alanazi et al., 2022), various challenges in the digital environment, including low technical
literacy, unclear cybersecurity information, and weak self-regulation, can further reduce
perceived behavioural control, thereby increasing individuals' vulnerability to online scams
(Cross, 2016).

PBC is a significant predictor of online safety practices (Burns & Robert, 2013). Supporting
this, Alanazi et al. (2022) found that PBC significantly influences young adults’ intentions to
engage in cybersecurity practices. A higher level of PBC increases the likelihood of engaging
in self-protective behaviors, while lower PBC can serve as a barrier (Parkinson et al., 2017).

Self-Efficacy and Its Influence on Behaviour
Self-efficacy refers to an individual’s belief in their ability to perform specific tasks, including
self-protection against cybercrime (Bandura, 1994). Although cybersecurity systems and legal
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frameworks are in place, these mechanisms alone are insufficient to entirely prevent
cyberattacks, thereby making personal responsibility a critical element in cyber defence (Afida
Mastura et al., 2014). Individuals with high self-efficacy tend to exhibit greater confidence and
perseverance in adopting protective behaviours, whereas those with low self-efficacy are more
likely to attribute their vulnerability to external factors (Ahmad & Safaria, 2013).

In Malaysia context, studies suggest that the level of self-efficacy in online protection remains
moderate, partly influenced by collectivist cultural norms that place greater emphasis on social
influence than individual confidence (Ishii, 2013). Lee, Tan, and Siah (2017) found that internet
self-efficacy among Malaysian undergraduate students is relatively low, which significantly
hinders their engagement in technical privacy protection behaviours. Similarly, Zainal et al.
(2023) reported that self-efficacy related to cybersecurity awareness is also low among
Malaysian educators and students, further limiting the adoption of self-protective practices.

Nevertheless, previous studies indicate that self-efficacy can be enhanced through targeted
interventions such as increasing knowledge, building practical experience, and shifting societal
perceptions (Balapour et al., 2019). Moreover, the frequency and severity of cyber threats, when
combined with appropriate education and awareness campaigns, have been shown to influence
individuals’ motivation to adopt protective behaviours (Drew, 2020). Therefore, this study
seeks to explore the extent to which self-efficacy influences Malaysians’ intentions and
behaviours regarding the application of self-protective measures against cyber threats.

Theoretical Model

The conceptual framework for this study is based on the Theory of Planned Behavior (TPB),
developed by Ajzen (1991), which was expanded from the earlier Theory of Reasoned Action
(TRA) model. TPB explains that human behaviour is driven by intention, influenced by three
factors: Attitude (personal evaluation of the behaviour), Subjective Norms (social pressure or
influence from others), and PBC (perceived ease or difficulty in performing the behaviour).
TPB has been widely used in studies related to cybercrime, auditing, and consumer behaviour.

Researchers widely use the Theory of Planned Behaviour (TPB) to understand human intention
and behaviour (Ajzen, 2001). Studies such as Aloysius et al. (2019) on cybercrime in retail, Li
et al. (2009) on attitude and behaviour regarding enrolment intention in an educational program,
and Reni & Anggraini (2016) on auditors' ethical decisions demonstrate TPB’s reliability in
explaining behaviour. According to TPB, intention is the key predictor of human behavior,
influenced by three main factors: attitude, subjective norms, and perceived behavioral control
(PBC) (Aertsens et al., 2011). Attitude reflects a person’s positive or negative evaluation of
performing a behavior (Pavlou & Fygenson, 2006). Subjective norms refer to the perceived
social pressure from important people, such as family and friends, which can shape intention
(Ajzen, 1991; Valliere, 2017). PBC is about one's belief in their ability to perform a behaviour
if they feel capable; their intention increases (Ajzen, 1991; Bandura, 1997). When these three
factors align positively, the likelihood of the behavior happening is higher.

Another theory widely used by previous researchers to understand human behaviour is
Bandura's (1997) Self-efficacy Theory. Self-efficacy refers to an individual's belief in their
ability to organize and execute actions to achieve a specific goal (Bandura, 1986, 1991). It is
crucial because confidence in one's ability helps individuals handle challenges, especially in
uncertain situations like cybercrime risks (Bello et al., 2018). High self-efficacy increases
motivation and commitment to take protective actions (Hassan et al., 2020; Bortne et al., 2025).
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While self-efficacy and PBC may seem similar, they are different. Self-efficacy focuses on
internal beliefs in one's ability, often strengthened by experience (Parkinson et al., 2016),
whereas PBC concerns external control, based on available resources and opportunities (Ajzen,
1991). For example, using security tools boosts PBC by making protective behavior feel more
doable (Son et al., 2013). Simply put, self-efficacy is “I believe I can do it”, while PBC is “I
think I can control the situation to do it.” The key difference is the addition of PBC in TPB,
which reflects how much control a person feels they have over a behaviour.

Proposed Model

This study extends the Theory of Planned Behavior (TPB) by incorporating the construct of
self-efficacy to provide a more comprehensive explanation of individuals’ intentions and
behaviours in adopting self-protective measures against cybercrime. Prior research has
demonstrated that self-efficacy significantly influences technology adoption, particularly in
contexts such as e-government, e-commerce, mobile applications, and digital health platforms
(Balapour et al., 2019; Fox & Connolly, 2018; Shaw & Sergueeva, 2019). As cybercrime is
closely linked to the use of digital technologies, the role of self-efficacy becomes increasingly
important in understanding individuals’ motivation and capacity to engage in protective
behaviours.

Relying solely on the original TPB model may not be sufficient, as individuals with adequate
knowledge and awareness may still refrain from taking action due to a lack of confidence in
their ability to use security tools effectively (Balapour et al., 2019). In such cases, the
availability of technical solutions is rendered ineffective if users do not believe they are capable
of utilising them. Within this framework, self-efficacy refers to an individual’s internal belief
in their competence, while perceived behavioural control (PBC) captures external factors such
as resources, support, or obstacles (Parkinson et al., 2017).

Integrating both constructs is expected to offer a more robust understanding of how individuals
form intentions and translate them into actual cybersecurity practices. This perspective is
further supported by Zainal et al. (2023), who found that self-efficacy plays a moderating role
in the relationship between cybersecurity awareness, knowledge, attitudes, and behavior among
Malaysian participants. Their findings underscore the value of including self-efficacy in
behavioural models, as it enhances the explanatory power of TPB in predicting cybersecurity-
related actions. Therefore, this model is proposed for the purposes of this study.

Society Environment
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Figure 3: Proposed Model
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Importance of the Study

This study seeks to provide valuable insights for governments, businesses, financial institutions,
and policymakers by examining public attitudes and technology literacy related to self-
protective behaviour in reducing cybercrime. Such insights are crucial for identifying the
factors that heighten individual vulnerability, thereby enabling more strategic actions to
minimise risks and foster a safer digital environment. Although the Theory of Planned Behavior
(TPB) has been widely applied across multiple domains (Aloysius et al., 2019; Li et al., 2009),
and self-efficacy has been independently shown to predict protective behaviors (Balapour et
al., 2019; Fox & Connolly, 2018), their explicit integration remains uncommon. Recent
systematic reviews of cybersecurity behaviour research confirm that while TPB and Protection
Motivation Theory (PMT) are frequently employed, studies that explicitly integrate TPB with
self-efficacy are very limited (Alsharida et al., 2023). Furthermore, findings from the Study of
Cybersecurity Self-Efficacy reveal methodological inconsistencies and fragmentation in this
field, reinforcing the rarity of models that explicitly combine TPB and self-efficacy (Borgert et
al., 2021).

In Malaysia, although TPB and entrepreneurial self-efficacy have been applied in the study of
cyber-entrepreneurial intentions (Vafaei-Zadeh et al., 2022), and other works have examined
self-efficacy, awareness, or subjective norms in cyber contexts, very limited research has
comprehensively tested a framework that fully integrates TPB and self-efficacy to explain self-
protective behaviour against cybercrime or scam victimisation among the general public. This
gap is even more evident in the Malaysian cybersecurity context, where direct applications of
TPB with self-efficacy remain scarce (Zainal et al., 2023).

The uniqueness of this study lies in proposing a conceptual framework that combines TPB and
self-efficacy, which is believed to provide a more comprehensive explanation of Malaysians’
intentions and behaviours to adopt self-protective measures, particularly in reducing Macau
Scam victimization. The findings of this research offer valuable insights for the government in
assessing Malaysians' proficiency in managing cybercrime risks.

Understanding the public’s level of cybersecurity awareness is essential to designing effective,
proactive strategies to address these threats. To cultivate a cyber-savvy culture, it is
recommended that cybersecurity knowledge and skills be nurtured from the school level.
Pencheva (2020) emphasises the importance of introducing cybersecurity education at the
secondary level, while Ahmed et al. (2021) advocate for its integration into the formal school
curriculum. Nonetheless, Rahim (2019) identifies several implementation challenges, such as a
shortage of expertise, limited funding, and inadequate resources. Therefore, a well-structured
strategic plan is necessary to create a safer digital environment for the future.

Conclusion

The growing threat of cybercrime in Malaysia, especially scams such as the Macau Scam,
shows the urgent need to understand the behavioural factors that influence individuals’ efforts
to protect themselves online. While government actions and technological tools are important
for addressing these threats, they are not enough without active user involvement.

This study combines the Theory of Planned Behaviour (TPB) with Self-Efficacy Theory to
better understand how personal beliefs, attitudes, social influences, and perceived control affect
cybersecurity behaviour. Including self-efficacy in the model is especially helpful, as it focuses
on an individual’s confidence to take effective protective actions. By examining these
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psychological elements, this study provides policymakers, educators, and cybersecurity
professionals with useful insights for designing more targeted awareness programs that better
meet the needs of Malaysian users. Encouraging a stronger sense of ability and responsibility
among users is essential to building resilience against online threats.

For future research, studies may explore additional psychological or contextual factors such as
digital literacy, emotional regulation, or cultural influences that may shape cybersecurity
behaviours. Longitudinal studies could also be conducted to observe how these behaviours
change over time, especially as technology and cybercrime tactics continue to evolve.
Furthermore, expanding the research to include different age groups or professional sectors can
offer more specific recommendations for tailored cybersecurity interventions.
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