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___________________________________________________________________________ 

Abstract: This study demonstrates how Maybank’s integration of Artificial Intelligence into 

its cybersecurity framework illustrates both the opportunities and challenges of adopting 

advanced technologies in the banking sector. By applying machine learning algorithms and 

real-time analytics, Maybank has strengthened its capabilities in threat detection, fraud 

prevention, and proactive risk management, while reinforcing customer trust and regulatory 

compliance. However, the findings also reveal persistent obstacles, including high 

implementation costs, false positives, shortages of skilled professionals, and growing data 

privacy concerns. The case highlights the importance of a hybrid approach in which AI systems 

work in tandem with human expertise to ensure accuracy, accountability, and resilience 

against evolving threats. Importantly, this research addresses a gap in the literature by 

providing one of the first Southeast Asian case studies on AI-enabled cybersecurity in banking. 

The insights generated here offer practical implications for financial institutions seeking to 

balance innovation, regulatory demands, and operational challenges in dynamic digital 

ecosystems. 
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Introduction 

Artificial Intelligence (AI) play a very significant role in cybersecurity today particularly 

within financial institutions. As cyber threats evolve in complexity and frequency, 

organizations such as Maybank, a leading bank in Southeast Asia are leveraging AI to enhance 

information security, prevent fraud, and maintain customer trust. AI is useful for the 

organisation because it has the capability to facilitate predictive threat analysis, real-time 

monitoring, and data-driven risk management. However, deploying such technologies also 

introduces new ethical, regulatory, and operational challenges to the organisation. Hence, this 

study intends to explore how Maybank, one of the leading banks in the industry embraces AI 

to strengthen its cybersecurity efforts. It also explores how successful this journey has been 

and what the future might look like as the bank continues to protect its customers and data 

through continuos innovations.  

 

Malayan Banking Berhad (Maybank), founded in 1960, is Malaysia’s largest financial 

institution and a key player in Southeast Asia. As a major financial institution, it is a prime 

target for increasingly sophisticated cyberattacks. While AI is widely promoted as a solution 

for real-time threat detection and fraud prevention, its implementation in the banking sector is 

hindered by high costs, shortage of skilled professionals, and data privacy concerns. Despite 

growing global research on AI in cybersecurity, there remains a lack of case studies focusing 

on Southeast Asia, particularly Malaysia. This study fills that gap by examining how Maybank 

integrates AI into its cybersecurity framework, the challenges it faces, and the lessons it offers 

for the regional banking industry. 

 

The banking and finance industry often needs to deal with a huge number of sensitive financial 

data and transactions. As a result of so, they have placed themselves in a very high-risk situation 

where they might be attacked by the irresponsible cybercriminals anytime anywhere.  Hence, 

as a prominent player in the banking industry, it is vital for Maybank to recognise the essential 

of staying ahead of these emerging cyber threats to protect its operations and safeguard 

customer assets. Maybank has been very proactive by taking different initiatives to invenst in 

advanced technologies. One of the initiatives taken by Maybank is the use of Artificial 

Intelligence (AI) in its opetaion to improve its information cybersecurity system. The assistance 

of AI-driven solutions has allowed Maybank to identify and mitigate threats proactively to 

ensure the integrity and reliability of its digital platforms. As a result of the smart use of AI, 

Maybank's AI cybersecurity system secures its operations and strengthens its reliability by 

earning trust among its customers and stakeholders. This makes Maybank a great example 

among the industry players of how the industry can utilise AI in their operation to enhance and 

upscale their cybersecurity. 

 

AI is a comprehensive approach in comprehending, simulating, and producing intelligence in 

its many forms. It is a crucial field in cognitive science, and the humanities are now beginning 

to feel the effects of it increasingly. One definition of intelligence is the capacity to acquire and 

use appropriate methods to solve issues and accomplish objectives in a world that is 

unpredictable and constantly changing. Emeritus Stanford Professor John McCarthy in 1955 
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said AI was defined as “the science and engineering of making intelligent machines” (Wahab, 

2024). 

 

According to Gautam et al. (2024), cybersecurity serves as a critical safeguard for digital 

devices such as smartphones and computers, protecting them from sophisticated cyber threats. 

It involves the implementation of advanced security protocols and technologies designed to 

defend digital assets against malicious software, unauthorized access, and cyberattacks. Much 

like physical security measures used to protect homes, cybersecurity operates as a vigilant 

system that continuously monitors online activity, assesses potential threats, and promotes 

cautious behavior such as verifying email sources and securing sensitive data to ensure the 

integrity and confidentiality of digital environments. 

 

Futhermore, AI has become more relevant these days, considering modern businesses and their 

ever-growing dependency on digital platforms. With the ever-increasing volume of online 

transactions, cloud computing, and work-from-home engagement, new avenues seem to be 

opening every day for the cyber thief to explore weaknesses in systems. That is how AI can 

come into use like identification of new threats at higher speeds, incident response, and even 

threat anticipation. This would further help in reducing human error, automation of mundane 

tasks, and freeing the security teams to focus on higher-value problems. 

 

For such organizations, investment in artificial intelligence-powered cybersecurity is neither 

only a safety issue but rather of continued customer confidence and assured success in the long 

term especially business like banks such as Maybank. AI and cybersecurity just happened to 

connect more than ever in this digital world of ours. The more innovative it all turns for users 

around the world, the bigger the need for smart and proactive security solutions will develop. 

With AI inbuilt inside cybersecurity, businesses can definitely ensure better protection against 

rapidly evolving threats and that digital infrastructures are strong, safe, and trustworthy.  

 

Literature Review 

The banking industry has become increasingly reliant on digital infrastructure, making 

information security (infosec) a critical priority. Financial institutions handle vast amounts of 

sensitive data, including personal customer information and transactional records, which are 

prime targets for cybercriminals (Abu-Mostafa et al., 2022). Traditional infosec measures, such 

as firewalls and encryption, are no longer sufficient to combat sophisticated cyber threats like 

advanced persistent threats (APTs), ransomware, and social engineering attacks (Kumar et al., 

2023). As a result, banks are turning to AI to enhance their cybersecurity frameworks. AI offers 

advanced capabilities such as real-time anomaly detection, predictive analytics, and automated 

response systems, which significantly improve threat identification and mitigation (Lee & 

Park, 2023). 

 

Whether in the context of the banking sector with its overriding focus on speed and accuracy 

or data security in general, practitioners believe that realising AI's true potential will require a 

paradigm shift. AI encompasses Machine Learning (ML), wherein ML algorithms examine 

patterns potentially linked to cybersecurity breaches by using both historical and real-time data. 

For instance, the AI-based systems can identify abnormal transaction activity that is indicative 

of fraud and thus reducing false negatives by 40 percent (Nguyen et al., 2023). Moreover, 

various AI approaches such as Natural Language Processing (NLP) are utilized to monitor and 
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analyze communication media channels for phishing and social engineering activities (Zhang 

et al., 2024). Such technologies help banks like Maybank to be able to pre-empt threats even 

before too much damage is done. AI also works to improve operational efficiency by removing 

the burden of repetitive security-related tasks from human analysts and allowing them to 

concentrate on the complex threats that demand judgment and context (IBM Security, 2023). 

 

Although AI offers a huge number of advantages in banking cybersecurity, it is undeniable that 

it also comes with major challenges. One major issue is the high cost of implementation and 

maintenance. Setting up steady and stable AI systems require huge amount of investments in 

terms of infrastructure, software, and skilled personnel, which might cost more than $2 million 

for large institutions as stated in World Economic Forum (2023). Besides, prevalence of false 

positives is also one challenge that need to be tackled by the organisation. This happens when 

legitimate activities are mistakenly flagged as threats. It strains resources and risks eroding 

customer trust if transactions are unnecessarily blocked (Patel & Smith, 2023). In addition, data 

privacy is another critical issue that should be given extra concern, as AI systems rely on vast 

datasets that may include sensitive customer information. This brings uo the concerns on how 

the data can be effectively protected. Therefore, banks must strictly adhere to rules and 

regulations such as the General Data Protection Regulation (GDPR) and Malaysia's Personal 

Data Protection Act (PDPA). These laws add layers of complexity for banks to access their 

customers’ personal data, requiring them to balance innovation with legal and ethical 

considerations (European Union Agency for Cybersecurity, 2021). 

 

The dynamic nature of cyber threats has made it more difficult and complicated to banks to 

invent a good AI for the purpose of cybersecurity. Cybercriminals are increasingly using AI 

themselves to develop more sophisticated attacks, creating an arms race where the defenders 

(banks) and the attacker are trying to battle with each other by applying a more advanced 

system using AI (Bank for International Settlements, 2022). For instance, hackers use 

adversarial AI techniques to trick Machine Learning (ML) models by feeding them 

manipulated data. This causes the system to process and analyse incorrect data which 

eventually cause threat assessments (Abu-Mostafa et al., 2022). Additionally, the shortage of 

professionals skilled in both AI and cybersecurity poses a barrier to effective implementation 

of AI cybersecurity in the banking industry. Therefore, banks must invest in continuous training 

and collaboration with academic institutions to bridge this gap by building up ample number 

of talents in this particular area of AI cybersecurity (Malaysia Digital Economy Corporation, 

2022). 

 

Recent research shows that AI plays a very significant role in cybersecurity.  AI in 

cybersecurity allows automating threat detection, improving anomaly recognition, and 

enabling predictive analytics (Johnson & Patel, 2023; Liu & Chen, 2023). In the financial 

sector, AI is effective in tracking and checking transactional data for fraud, a trend increasingly 

adopted by major institutions (Smith, 2023; Wahab, 2024). Challenges such as algorithmic 

bias, data privacy, and explainability of AI decisions have been widely discussed (Miller, 2022; 

World Economic Forum, 2022). Human-AI collaboration is emphasized as a hybrid model that 

enhances overall cybersecurity performance (Nik Sharmine, 2024). Additionally, new 

technological frontiers like federated learning and quantum computing are poised to redefine 

AI’s role in data protection (Kumar et al., 2023; Zhang & Li, 2022). However, while many 

studies highlight AI’s theoretical contributions to cybersecurity, few provide empirical analysis 
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of how banks in Southeast Asia operationalize AI-driven systems. This study contributes to 

filling this gap by providing a detailed case analysis of Maybank. 

 

Factors Contributing to the Need for AI in Cybersecurity 

The increasing frequency and sophistication of cyber threats pose significant challenges to the 

financial services industry, particularly in high-stakes environments where sensitive customer 

data and large-scale transactions are managed daily (Gautam et al., 2024; Wahab, 2024). 

Traditional cybersecurity measures, while foundational, often lack the speed, adaptability, and 

predictive capabilities required to respond effectively to modern attack vectors such as 

phishing, ransomware, and insider threats (Miller, 2022; Johnson & Patel, 2023). In response, 

Artificial Intelligence (AI) has emerged as a pivotal technological solution, enabling real-time 

threat detection, automated incident response, and behavior-based fraud prevention (Liu & 

Chen, 2023; Smith, 2023). 

 

However, the integration of AI into cybersecurity systems is not without challenges. Financial 

institutions face high implementation costs, limited availability of skilled AI professionals, 

regulatory constraints, and ethical concerns related to data privacy and algorithmic decision-

making (Zhang & Li, 2022; Ahmed & Lee, 2023). Moreover, while global studies have 

explored AI's theoretical and technical contributions to cybersecurity, there remains a lack of 

empirical evidence detailing how AI is operationalized within specific organizational contexts 

in Southeast Asia, particularly in Malaysia. 

 

Methodology 

This case study adopts a qualitative research approach. Primary data was obtained through 

semi-structured interviews with Maybank’s cybersecurity personnel, while secondary data was 

collected from recent scholarly articles, white papers, and official publications. Thematic 

analysis was used to identify key patterns and issues in the integration of AI into cybersecurity 

frameworks. Ethical considerations included anonymization of personal data and adherence to 

academic standards for secondary data usage. 
 

Findings and Discussion 

 

Security Threats and AI Tools  

The interview indicates that Maybank use AI as its primary instrument for cybersecurity and 

fraud prevention strategies.  This is a method to guarantee the security of its digital platforms 

and consumer transactions.  A significant use of AI observable in banking is threat detection.  

This system employs advanced machine learning algorithms to identify and mitigate possible 

cyber risks such as phishing attempts, ransomware attacks, and other malicious actions.  These 

AI-driven solutions can continually monitor network traffic and user behaviour to detect any 

anomalous behaviours.  The capacity to recognise potential hazards at an early stage is crucial, 

as it enables the bank to respond swiftly and efficiently, therefore mitigating potential damages. 

 

In addition to threat detection, Maybank also employs AI to strengthen its fraud prevention 

efforts. AI tools can detect abnormal or unusual activities that may be a sign or a warning of 

fraudulent activities, such as unauthorized account access, unusual spending habits, or identity 

theft attempts by analyzing transaction patterns in real-time. These systems, generated by AI, 

can process large volumes of data in milliseconds. This allows the bank to flag and block 
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suspicious transactions before they are finalized by the potential criminals. This proactive 

approach is significantly useful in protecting customers and boosting the bank’s operational 

efficiency for its outstanding ability to decrease the need for monitoring the accounts manually.  

 

Moreover, the AI cybersecurity tools used in Maybank is not merely limited for threats 

detections. The AI tools are also meant to learn from new data to help them to be more effective 

and efficient in combating cyber criminals that keep evolving day to day. By integrating AI 

into its security framework, Maybank shows its dedication to using cutting-edge technology to 

protect its assets and maintain customer trust. This incorporation of AI into its cybersecurity 

strategy positions the bank as a frontrunner in embracing innovative solutions to tackle modern 

digital challenges.  

 

AI’s Role in Threat Detection  

As for the threat detection, Maybank uses AI to deal with threat incidences in response 

mechanisms is rightly detection for the bank. The AI forms the core of quick detection and 

response to emerging threats by analyzing huge amounts of data ranging from network traffic, 

customer transactions to system logs. This real-time processing of data by AI-driven systems 

helps identify any aberrant patterns or activities within those data streams, which include 

unauthorized access or fraudulent transactions that hint at security breaches. Machine learning 

techniques are used in bank systems so that they learn from the data of earlier times to adapt to 

the new evolving threats and predict the risks looming in the future.  

 

Meanwhile, the continuous monitoring and analysis of data without human intervention is the 

most significant benefit of AI in threat detection. It includes out-of-the-norm behaviors such as 

alteration in customer behavior, which an individual would have a problem detecting with ease 

or may take longer to verify. If customer activity deviates from its normal pattern, AI can 

always demonstrate that transactions have occurred in an unusual or inconsistent way with 

previous spending behaviors. There are security breach defenses that flag such activities and 

put alarms to the security teams for probing and the bank can introduce deterrent measures. 

Cyber threats are continuously evolving, and thus AI helps Maybank in changing and 

enhancing its security systems to stay one step ahead of threats.  

 

Challenges in AI Adoption  

AI has given a lot of benefit to the business, but Maybank faces several challenges in adopting 

these advanced technologies. Based on the interview, one of the primary issues is the lack of 

specialized expertise required to implement and manage AI systems. Those used in 

cybersecurity require professionals who are not only skilled in AI but also in understanding 

complex cybersecurity landscapes and high cost associated with implementing and maintaining 

AI-driven cybersecurity solutions. Finding and retaining talent with the right combination of 

skills in both AI and cybersecurity has proven to be another challenge for Maybank and this 

shortage of skilled workers can slow down the adoption process.  

 

Other challenges Maybank faced is the occurrence of false positives, where legitimate activities 

are mistakenly flagged as security threats. While AI systems are designed to learn and improve 

over time, the risk of false alarms remains an issue. AI systems can only make decisions based 

on patterns and data and they lack the contextual understanding of human security that lead to 

these false positives of creating unnecessary workload for the security team, leading to time 
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spent investigating non-issues rather than focusing on actual threats. This challenge requires 

continuous refinement of AI models to balance sensitivity and accuracy.  

 

Human-AI Collaboration  

Human intervention is still necessary for certain security such as Maybank's MAE (Maybank 

Anytime Everyone) application (Nik Sharmine, 2024). The application is designed for seamless 

banking, it does utilize AI to enhance customer experience, but it is not entirely based 100 

percent on AI. The app incorporates AI for certain features, such as chatbots; such as MAE's 

virtual assistant, personalized financial recommendations, and fraud detection, which are 

powered by machine learning algorithms. However, it still relies on a combination of traditional 

banking systems, human intervention, and other technologies to function effectively as it 

showcases how AI and human professionals work together to enhance the banking experience.  

 

The MAE app uses AI for various functions like personalized financial recommendations, fraud 

detection, and virtual assistants (chatbots). AI is very useful when it comes to handling routine 

tasks, analysing user data, and providing immediate responses to common queries. However, 

although AI can handle many basic interactions, it cannot handle everything. Thus, human 

intervention is still necessary for complex situations like resolving disputes, handling high-

value transactions, or offering specialised financial advice. The integration of AI allows human 

staff to focus on higher-level tasks to improve the efficiency of the overall process in the 

operation of the organisation. The combination of AI automation and human expertise is what 

makes the MAE app a great example of human-AI collaboration for operational efficiency. AI 

systems focus on routine processes, while humans provide oversight and address issues 

requiring judgment or specialized knowledge.  This shows that teamwork between AI and the 

human can provide better service and smarter banking. 

 

Impact on Security Strategy  

The integration of AI has allowed Maybank to improve and improvise its information security 

and risk management. AI techniques are very effective in helping Maybank to improve real-

time monitoring and threat identification. These two elements are crucial when it comes to 

addressing the growing complexity of cyberattacks that are getting more complex and 

complecated day by day. Machine learning algorithms and other AI-powered systems help to 

analyse enormous amounts of data to find trends, spot irregularities, and react to any breaches 

more quickly as compared to conventional techniques. This has helped the bank to reduce the 

damage that might occur because of unpredictable cyber threats. However, using AI in the 

banking cybersecurity always comes together with some challenges. Hence, to effectively 

leverage the potential of AI while addressing its limitations, Maybank should make some 

modification and impeovement to its traditional security approach. The bank should not be 

over-dependent to the technology, namely the AI. This is to make sure that AI can intergrate 

well with the current system and it helps yje bank to achieve the organisation’s goal. 

Additionally, developing a strong security strategy also requires addressing the ethical 

ramifications of automated decision-making and educating staff on how to work together with 

AI tools.  

 

However, the alteration in risk management protocols significantly impacts outcomes.  AI 

enables predictive risk assessments by analysing previous data to estimate future risks.  

Maybank has successfully implemented a more responsive and dynamic risk management 
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strategy due to these characteristics.  To ensure precision and pertinence, it necessitates regular 

audits and continuous adjustments to AI models, underscoring the importance of human 

supervision in mitigating potential biases and errors in AI-generated insights.  Due to the 

adaptability and scalability of AI systems, Maybank must be vigilant against emerging attacks 

that exploit inherent vulnerabilities in AI. 

 

AI and Privacy Concerns  

When it comes to resolving data privacy issues, Maybank's usage of AI capabilities presents 

both benefits and drawbacks. For AI-driven systems to work efficiently, they need access to 

enormous volumes of sensitive data. This situation raises questions regarding compliance with 

laws like the General Data Protection Regulation (GDPR) of the European Union and 

Malaysia's Personal Data Protection Act (PDPA). To preserve its reputation and adhere to the 

law, Maybank must carefully find a balance to ensure the AI technologies that they are using 

can also work well in protecting consumer privacy while analyzing the data. AI systems can 

recognise and notify users of unusual and questionable patterns of behavior that may lead them 

to detect possible data breaches. By automating the implementation of privacy policies and 

proactively correcting vulnerabilities, these solutions can help to improve and safeguard the 

security of consumers’ information. However, if AI systems' massive data collecting and 

processing requirements are not adequately safeguarded, they may lead to vulnerabilities that 

unintentionally expose private data.  

 

Maintaining accountability and openness in AI-driven decision-making processes is another 

difficulty Maybank faces. Clarity about the processing and use of personal data by AI tools is 

demanded by customers and regulatory agencies. Maybank invests in explainable AI solutions 

that offer insights into decision-making processes, conducts frequent audits, and enforces 

stringent access controls to solve this. In addition to reaffirming compliance, these actions 

foster trust with clients who are growing more worried about the privacy implications of AI 

technologies. Maybank also needs to handle the ethical issues surrounding AI and data privacy. 

The possibility of unforeseen outcomes, including algorithmic biases or data exploitation, 

becomes a serious concern as AI systems get more complex. Maybank seeks to achieve a 

balance between innovation and accountability by promoting a culture of moral AI practices 

and interacting with stakeholders to resolve privacy issues.  

 

Future Developments  

Maybank is being ready for upcoming developments in artificial intelligence capabilities that 

could further transform information security. New technologies that enable AI systems to learn 

from decentralized data without the need for direct data exchange, such federated learning, 

provide answers to privacy issues. The bank's capacity to protect sensitive client data while 

abiding by strict privacy laws could be greatly improved by this invention.  

 

It is anticipated that Maybank's future security strategy would heavily rely on predictive 

analytics and adaptive learning systems. Through learning from changing attack patterns and 

modifying countermeasures appropriately, these tools will make it possible to detect threats 

with more sophistication. AI technologies, for example, might be able to anticipate any 

weaknesses before they are taken advantage of, enabling Maybank to take preventative action. 

But these technologies' growing complexity necessitates constant infrastructure spending, staff 

development, and cooperation with cybersecurity professionals.  
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Furthermore, the function of AI in cybersecurity may be impacted by developments in quantum 

computing. Although quantum technologies present chances for improved encryption, they 

also present new risks since hackers may use them to crack more conventional encryption 

techniques. Maybank invests in quantum-resistant encryption technologies and cultivates a 

culture of constant innovation and awareness because it understands how important it is to stay 

ahead in this quickly changing environment.  

 

In the future, Maybank hopes to use AI developments to fortify its security ecosystem while 

resolving any obstacles. It is anticipated that the combination of biometric authentication and 

AI-powered behavioral analytics will further improve consumer safety. However, Maybank's 

capacity to continue taking an innovative and flexible approach to cybersecurity will determine 

how well these solutions perform. To create creative solutions and reduce the hazards 

connected with new AI technologies, cooperation between academic institutions, industry 

leaders, and regulators will be essential.  

 

All things considered, Maybank has both opportunities and challenges because of the growth 

and integration of AI tools in information security. Although these tools improve the bank's 

capacity to identify and neutralize threats, they also necessitate cautious handling to handle 

privacy issues, moral dilemmas, and the constantly changing nature of cybersecurity threats. 
 

Conclusion 

Maybank’s integration of AI into its cybersecurity framework demonstrates how AI can be a 

powerful tool in fighting against modern cyber threats. The bank adopts advanced machine 

learning algorithms and real-time analytics to enhance its threat detection, fraud prevention, 

and overall risk management. These AI systems help to improve and upgrade the operational 

efficiency and at the same time, they are also able to contribute to customer trust and ensure 

the bank always comply the regulations set by the authorities. This study extends current 

literature by providing one of the first case-based analyses of AI integration in cybersecurity 

within Southeast Asia. By focusing on Maybank, it demonstrates both the opportunities and 

barriers of AI deployment in a regional banking context, contributing to a clearer understanding 

of how financial institutions can navigate skills shortages, high implementation costs, and 

privacy regulations while remaining resilient to evolving cyber threats. 

 

On the other hand, the use of AI un cybersecurity is unavoidable from its challenges. Setting 

up and running AI system can demand high operational costs. At the same time, the prevalence 

of false positives, and the shortage of AI-literate cybersecurity professionals remain barriers to 

maximizing AI’s potential. Furthermorem, there are also some ethical issues, especially in 

terms of data privacy and algorithmic transparency that should be given extra attention to 

ensure everything is running smoothly.  

 

The findings of this study highlight the importance of a balanced model where AI systems need 

to cooperate with human expertise to build a stronger and reliable system. This hybrid model 

allows financial institutions like Maybank to ensure the accuracy, accountability and effective 

decision-making in their business operation. 
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Recommendations for Future Research 

Future research should explore the long-term effectiveness of AI-based cybersecurity solutions 

in dynamic digital ecosystems of the banking sector as longitudinal studies examining the 

adaptability and resilience of AI models in response to evolving cyber threats would offer 

valuable insights into sustainable security strategies (Liu & Chen, 2023). Furthermore, the 

development of explainable AI (XAI) systems should be prioritized in future research agendas 

to address the growing demand for transparency and interpretability in automated decision-

making processes (Ahmed & Lee, 2023). 

 

It is necessary that more scholarly research to be conducted and pay extra attetion on how to 

optimise the the collaboration between human oversight and AI automation. To facilitate 

effective human-AI collaboration that can enhance the accuracy of threat detection and reduce 

false positive rates (Nik Sharmine, 2024; Johnson & Patel, 2023). As the laws and regulations 

are different across the region, it is very important to conduct comparative legal analysis to 

examine the impact of legislation such as GDPR and PDPA on AI deployment in cybersecurity 

could offer helpful and practical guidance to multinational financial institutions (Hassan & 

Mohd Noor, 2023). 

 

Finally, the future implications of quantum computing on AI-enabled cybersecurity are a very 

essential field requires further and deeper scholarly exploration. More research should be 

conducted to assess the potential vulnerabilities introduced by quantum technologies and 

explore the development of quantum-resistant encryption methods compatible with AI 

frameworks (Kumar et al., 2023). Empirical studies on workforce readiness and training 

models tailored to AI-cybersecurity convergence are also vital to make the current skill gaps 

closer and ensure long-term implementation success of AI in cybersecurity (Tan & Abdul, 

2023). 
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