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Abstract: The development and sophistication of technology does not guarantee a person's
manners in conversations through social media. According to the United Nations Children's
Fund (UNICEF) report released in 2020, Malaysia ranked second after India in cases of cyber
bullying. According to this report, three out of ten Malaysian teenagers have been victims of
cyber bullying. The application of relevant laws in the prosecution of cyberbullies is being
debated. A lot of articles discussing this issue in term of criminal perspective as well as
suggestion made by the NGO and government. Therefore, this study aims to identify the
provisions of laws dealing with the issue of cyber bullying in Malaysia since the issue being
debated in 2020. This study uses a qualitative approach through library research. The data is
collected through document analysis inductively by reviewing court cases, journals, books,
conference papers, newspapers and statutes such as the Penal Code, the Communications and
Multimedia Commission Act 1998 and the Minor Offenses Act 1955. The results of the study
found that there is no specific statute in order to prosecute the accused person who involve in
cyberbullying cases, however the cabinet have approved the amendment to the Penal Code by
inserting specific provision for the liability of cyberbully.
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Introduction

The development and sophistication of technology does not guarantee a person’'s manners in
conversations through social media. According to the United Nations Children's Fund
(UNICEF) report released in 2020, Malaysia ranks second in the Asian region after India in
cases of cyber bullying (Faisal, 2022; Arziana, 2024).

The Minister of Home Affairs, Dato' Seri Hamzah Zainudin stated that the number of recorded
cases related to cyber bullying, forgery, trespassing, data fishing and email fraud has almost
doubled. Deputy Chief Secretary for Security of the Ministry of Home Affairs (KDN), Datuk
Abdul Halim bin Abdul Rahman, cyber-crime cases across the country increased to more than
20,000 cases in 2021 (Abdul Halim, 2022).

In addition, the Deputy Minister of Communications, Teo Nie Ching stated that the statistics
conducted show that TikTok is among the platforms that have the most content related to cyber
bullying based on records from January 1 to November 15, 2023. In 2021, a total of 326 cases
were recorded, but increased to 3,887 cases in 2022. The figure continues to rise to 4,994 cases
between January and October 2023 (Arziana, 2024).

Based on data released by the Malaysian Communications and Multimedia Commission
(MCMC), during the two-year period from 2022 to July 9th, there were, on average, almost ten
instances of cyberbullying per day throughout the nation. The commission received 9,483
complaints of cyberbullying during this time, with 4,878 of the incidents involving women as
the victims and 4,605 involving men.

Meanwhile, 16.4 million people, or 57.5 percent of Malaysians who use social media for leisure,
are either directly or indirectly exposed to cyberbullying, according to the Digital Global Report
2024,

In 2019, a 16-year-old girl who died by suicide after creating an online poll asking viewers to
vote on whether she should live or die, ultimately jumping from the roof of a building
(Fullerton, 2019; Razali, N.A et al, 2022). Later, in May 2020, a 20-year-old woman tragically
took her own life by hanging in her home after receiving negative feedback on her TikTok
videos, which had circulated widely on Facebook (Nortajudin, 2020; Razali, N.A et al, 2022).
The most recent incident involving the passing of TikTok celebrity A Rajeswary, popularly
known as Esha, brings attention to the growing problem of cyberbullying in contemporary
culture. The Magistrate Court held that P Shalini, 35 years old convicted for using offensive
language on their TikTok account to incite anger for disturbing the peace at a premises on Jalan
Ipoh, at 4:10 a.m. on July 1, 2024. She was sentenced for fine RM100 under the Minors Act
1955. Meanwhile, at the Session Court, B Sathiskumar, 40 years old, a lorry driver was charged
for making and initiating an obscene and defamatory communication about Esha’s mother on
the TikTok application. He was charged under two offences which were under Section 233 of
the Communications and Multimedia Act 1998 and Section 509 of the Penal Code. The Court
handed down the sentence on him after he changed his plea of guilty to two charges. The Court
ordered him to serve 12 months on each charge, concurrently from date of his arrest on July 10,
2024.

The issue of sentences against P Shalini become unpleasant satisfaction for society generally
as well as for Esha’s family. The impact of cyberbully towards the victim tremendously violet
the freedom of life (Article 5(1) of Federal Constitution).
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Based on the issue raised, this study aims to examine the existing laws relating to the offences
cyberbullying particularly the suggestion for amendment of Penal Code and Criminal Procedure
Code (CPC) which have been approved by the Cabinet and expected to be tabled in the
Parliamentary session. This might be filling the loopholes within the law against cyberbullies.

Literature Review

The usage of the social media as a communication channel has grown tremendously and has
become a necessity instead of a luxury. While there are many benefits to social media, such
ubiquitous communication can also be used for negative purposes. For instance, cyberbullying
has emerged as a potential harm with negative influence on the mental health. Cyberbullying
may have many serious and negative impacts on a person’s life and even lead to suicide (Ariffin,
A. et.al, 2021).

Medium of Cyberbullying
The Malaysia National Cybersafe Schools Survey 2013 found that a quarter of school children
have frequently encountered online bullying through Facebook, blogs and instant messaging
(Pawelczyk, K, et al ,2014; Mohd Fadhli, S. A., et al, 2022).

Previously, a research conducted by Sivabalan, T.V et al 2020 indicated that the bully used
Facebook and mobile phone social apps as a common platform to do the act of cyberbully
against the victim. Similarly research conducted by Sood, S.M.M et al 2023 stated that 49% of
respondents being victims of online bullying particularly from Facebook, Instagram, Tik tok
and Twitter. Though the research has been done, the cases unable to reduce the increasing
number occurred (Shaikh, F.B.,et al, 2021). Most of the research discussing the issue on the
part of psychology Lee, M.H, et at, 2023; Shaikh, F.B et al, 2021; Sivabalan, T.V, et al, 2020).

Legal of Ponder
Meanwhile, research on cyberbullying in Malaysia, from a legal perspective, has recently
become point of ponder among the legal academician (Razali, N.A, et al, 2017; Mohd Sharil
Ibrahim, 2021; Razali, N.A & Nawang, N.I, 2022). Similarly, there is lack of evidence for the
accused being punished or if the victim makes a report, they will face further victimisation or
ostracism (Nasruddin, Z.A, et al., 2023) as well as due to embarrassment and lack of clear
understanding of what constitute bullying (Rusli, R., et all., 2024).

Methodology

This study uses a qualitative approach and was conducted instrumentally and intrinsically based
on the current cases. The data is collected through document analysis (Bowen, 2009)
inductively specifically using doctrinal legal research by reviewing court cases (current cases),
journals, books, conference papers, newspapers and statutes such as the Penal Code, the
Communications and Multimedia Commission Act 1998 and the Minor Offenses Act 1955 as
well periodicals either obtained online or in printed.

Results And Finding

Definition
Cyberbullying is a form of harassment that occurs through digital platforms such as social
media, messaging apps, and emails (Kowalski et al., 2014). Unlike traditional bullying, which
is typically face-to-face, cyberbullying leverages the anonymity and reach of the internet to
inflict harm. The phenomenon has gained prominence with the proliferation of technology and
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internet usage, affecting individuals across various age groups, but particularly adolescents
(Smith et al., 2008).

Cyberbullying manifests in several forms including direct verbal abuse, the spreading of false
information, and exclusionary tactics executed online (Hinduja & Patchin, 2015). This digital
form of bullying can be persistent, happening around the clock and often remaining visible to
a wide audience. The pervasive nature of the internet means that harmful content can spread
quickly and broadly, amplifying the negative impact on victims (Zhang et al., 2014).

The psychological effects of cyberbullying are profound, often leading to issues such as
depression, anxiety, and low self-esteem in victims. The lack of physical presence and the
perceived anonymity of online interactions can exacerbate the severity of the emotional harm
inflicted (Campbell, 2005). Addressing cyberbullying requires a multifaceted approach,
including education about online etiquette, effective legal frameworks, and support systems for
victims (Hinduja & Patchin, 2015).

The victims of bullying also might suffer psycho-logical, emotional, and behavioral problems
in the long term, such as depression, loneliness, isolation, anxiety, addiction and self-harm.
Furthermore, poor social relations and lack of trust in others make them more susceptible to
exploitation and lacking self-assertion skills (Al-Turif, 2023). According to (Mohammed,
2020), the tendency of the victims to commit suicide as a way to escape from their suffering
constantly increasing due to bullying.

In summary, cyberbullying represents a significant challenge in the digital age, demanding
coordinated efforts to mitigate its effects and promote a safer online environment. The
understanding and response to cyberbullying are critical in protecting individuals from its
damaging consequences.

Legal Framework of Malaysian’s Law
According to Dr. Khairil Azmin Mokhtar, there is no specific legislation addressing bullying,
either in criminal law such as the Penal Code or in civil law such as the Education Act 1996.
Furthermore, there is no law that provides a definition of 'bullying' (Raja Nur Aznie Aida, Sinar
Harian, 2022).

Communication and Multimedia Act 1998 (CMA 1998)

According to section 211(1) of CMA 1998, no content applications service provider, or other
person using a content applications service, shall provide content which is indecent, obscene,
false, menacing, or offensive in character with intent to annoy, abuse, threaten or harass any
person and according to subsection (2), whoever contravenes subsection (1) commits an offence
and shall, on conviction, be liable to a fine not exceeding fifty thousand ringgit or to
imprisonment for a term not exceeding one year or to both and shall also be liable to a further
fine of one thousand ringgit for every day or part of a day during which the offence is continued
after conviction.

In this provision such indecent, obscene, false, menacing or offensive content with the intention
to annoy, abuse, threaten or harass any person considered as an offence. The word ‘content’ is
provided under section 6 of the said Act means any sound, text, still picture, moving picture or
other audio-visual representation, tactile representation or any combination of the preceding
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which is capable of being created, manipulated, stored, retrieved or communicated
electronically.

While according to section 233(1), a person who by means of any network facilities or network
service or applications service knowingly makes, creates or solicits; and initiates the
transmission of, any comment, request, suggestion or other communication which is obscene,
indecent, false, menacing or offensive in character with intent to annoy, abuse, threaten or
harass another person commits an offence. Therefore, any person who commit such offence
shall, on conviction, be liable to a fine not exceeding fifty thousand ringgit or to imprisonment
for a term not exceeding one year or to both and shall also be liable to a further fine of one
thousand ringgit for every day during which the offence is continued after conviction.

The former provision focusing on the intention of applications service provider or person in
creating the content which indecent, obscene, false, menacing, or offensive in character. The
element of intention (mens rea) should be proven where the defendant is intended or foresaw
some kind of harm when they acted (Jonathan, 2022). In respect of the offence, proof of the
intention to produce a particular result is an element of the offence.

In the case of Hyam v DPP [1975] AC 55, Hyam poured petrol through Booth’s (her ex-
boyfriend’s new fiancée) letter box and then ignited it using a rolled-up newspaper. She did not
warn anyone of the fire but simply drove home. The resulting fire killed two young
children. Hyam was tried for murder. At trial she claimed that she had only intended to frighten
Booth and had not intended to kill anyone. Hyam was convicted and appealed. The Court held
that a person had the requisite mens rea for murder if they knowingly committed an act which
was aimed at someone and which was committed with the intention of causing death or serious
injury. Lord Hailsham also held that intention could also exist where the defendant ‘knew there
was a serious risk that death or serious bodily harm will ensure from his acts and he commits
those acts deliberately and without lawful excuse with the intention to expose a potential victim
to that risk as the result of those acts. It does not matter in such circumstances whether the
defendant desires those consequences or not.’

While the latter provision, the word ‘knowingly” simply means a person is aware of the nature
of his conduct or that the circumstances exist. Knowledge is an alternative to intention and
where, even though there is no express allusion to knowledge, some element of knowledge is
subsumed in the intention required to constitute liability for an offence. The principle was stated
by Lord Goddard J in the case of Bullock v Turnbull [1952] 2 Lalyd’s Rep 33 where the words
here show that before the person can be convicted of the offence, he must at any rate know the
circumstances which will constitute offence.

However, according to (Ayub, A., & Zainal, Z. M. Y, 2020), it is quite difficult to prosecute
cyber bullies for the offence under Section 233 of the CMA 1998 as the element of mens rea or
criminal intent of the offender should be proved. Therefore, it is crucial for the court to take
into consideration the age of the perpetrator, the content of the alleged statement and the
closeness of the relationship between the perpetrator and victim in ascertaining the mens rea of
the perpetrator before establishing the offence.

Penal Code
Several provisions under Penal Code can be applied in order to prosecute cyber bullying
perpetrators (Razali, N. A., & Nawang, N. I., 2022). Even though these provisions do not
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provide for the definition or characteristics of cyberbullying nor any of the words of cyber
bullying, but these provisions are extended to penalise the perpetrator of cyber bullying.

Section 503 of the Penal Code on criminal intimidation offence states that ‘whoever threatens
another with any injury to his person, reputation or property... with intent to cause alarm to
that person... commits criminal intimidation’. The person who are found guilty under this
section will be penalised under section 506 with imprisonment for a term which may extend to
two years or with fine or with both; and if the threat is to cause death or grievous hurt shall be
punished with imprisonment for a term which may extend to seven years or with fine or with
both. Based on this provision, causing injury to another person, reputation or property is
considered as criminal intimidation which may amount to imprisonment or fine or both.

In addition, by referring to section 507 of the Penal Code it was visibly mentioned that criminal
intimidation by an anonymous communication can amount to imprisonment. This provision
may be used to prosecute the offender of cyber bullying as there is no specific criterion imposed
by this section.

Whilst the provisions of section 509 Penal Code provides that a person is said to commit
criminal offence if he intends to insult the modesty of another person by expressing any word,
display any object with an intention such word or object shall be heard or seen by other person
shall be punish with imprisonment or fine or with both. Acts of cyber bullying which involves
posting humiliating content including words or sound, spreading rumours about other people
including videos or photographs maybe considered as criminal offence under this provision.
Unfortunately, application of this provision to cyber bullying act is difficult since it is not easy
to proof the act of bullying done online.

Section 500 of the Penal Code provides that the person found guilty shall be penalised to
imprisonment for two years or fine or both. In general, this provision may be used to accuse
cyber bullying offender if the act involves imputation of other person that can harm the
reputation of that person through intimidating rude or humiliating content of the victim.

An act of cyber bullying that involves suicide case may invoke section 306 of the Penal Code
(abetment of suicide). However, this provision may be applied if there is a proof that the
offender of cyber bullying has committed abetment of suicide over the victim who is an adult
who is eighteen years above. If the victim is a child or insane person, section 305 of the Penal
Code (abetment of suicide of child or insane person) will be applied to prosecute cyber bullying
offender.

Minor Offences Act 1955
The offender of cyber bullying may also prosecuted through section 14 of Minor Offences Act
1955 which reads ‘any person who uses any indecent, threatening, abusive or insulting words,
or behaves in a threatening or insulting manner, or posts up or affixes or exhibits any indecent,
threatening, abusive or insulting written paper or drawing with intent to provoke a breach of
the peace, or whereby a breach of the peace is likely to be occasioned, shall be liable to a fine
not exceeding one hundred ringgit’. Based on the provision, the maximum fine of the
punishment is one hundred ringgit only and the court had no choice but to hand the sentence
down. Such trivial punishment failed to act as an effective deterrent and does not convey the
serious repercussions of cyberbullying. However, even though the punishment is not significant
enough but with the variations of laws can be used to prosecute the offender should be applause.
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The emergence needs for specific provisions relating to cyberbullying following the recent
cases Esha’s raised the concern and attention of publics and government. Recent development
shows that the government had granted in-principle approval for amendments to the Penal Code
and the Criminal Procedure Code concerning cyberbullying on social media along with the
related bill, Online Safety Bill expected to be tabled in the Parliamentary session. Government
studies indicate there is no clear definition of bullying, including cyberbullying, as a crime.
Therefore, amendments considered crucial step to close the lacuna within the law, allowing for
stronger actions against cyberbullies (Nation, 2024). Accordingly, inserting the classification
of cyberbully and regarded the act as criminal offence in the Penal Code and amending Criminal
Procedure Code to ensure the cyberbully’s enforcement work effectively may give greater
deterrence and protection to our society against cyberbully.

Conclusion

Malaysia has Section 233 of the Communications and Multimedia Act 1998 and Section 507
of the Penal Code, but these laws are not sufficiently effective in addressing the issue of
cyberbullying. Besides, the prosecutor has another option by using Section 14 of Minor
Offences Act 1955 instead of the above two statutes. This happened to the case of A Rajeswary,
popularly known as Esha. The Digital Minister, Gobind Singh Deo, has proposed new
legislation to place responsibility on the owners of social media platforms for misuse, including
cases involving cyberbullying.

Recently, on 10" December 2024, the Dewan Rakyat has passed the Penal Code (Amendment)
Bill (No. 2) 2024 which aims to specifically address the issue of bullying done in any way or
method including online. The bill, among other things, proposes a new subsection 507D (2)
which stated that any person, in any manner, who uses words or communications that are
threatening, insulting, or defamatory with the intent to provoke another person and cause harm
to themselves or to others. The penalty for offence also provides that if the person provoked,
attempts to commit suicide or commits suicide as a result of such provocation, the proposed
punishment for the offence shall be imprisonment for a term which may extend to 10 years, or
a fine, or both.

At the same times, in order to ensure the consistency with the amendment of the Penal Code,
the Dewan Rakyat also passed the Criminal Procedure Code (Amendment) Bill (No 2) 2024
which among other things to provides for the determination of offences related to the need for
an arrest warrant, the period for the issuance of a warrant or summons, the determination of
whether the offence can be guaranteed or not, the determination of the compound and the
maximum punishment for each offence related to the crime of bullying. Hence, the further study
should be held in order to examine the effectivness of newly inserted provisions in combatting
cyber bullying in Malaysia.
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